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ABSTrAcT

Buffer overflow (BO) is a well-known and widely exploited security vulnerability. Despite the
extensivebodyofresearch,BOisstillathreatmenacingsecurity-criticalapplications.Theauthors
presentacomprehensivesystematicreviewontechniquesintendedtodetectingBOvulnerabilities
before releasinga software toproduction.They found thatmostof the studiesaddresses several
vulnerabilitiesormemoryerrors,beingnotspecifictoBOdetection.Theauthorsorganizedthemin
sevencategories:programanalysis,testing,computationalintelligence,symbolicexecution,models,
andcodeinspection.Programanalysis,testingandcodeinspectiontechniquesareavailableforuse
bythepractitioner.However,programanalysisadoptionishinderedbythehighnumberoffalse
alarms;testingisbroadlyusedbutinadhocmanner;andcodeinspectioncanbeusedinpractice
provideditisaddedasataskofthesoftwaredevelopmentprocess.Newtechniquescombiningobject
codeanalysiswithtechniquesfromdifferentcategoriesseemapromisingresearchavenuetowards
practicalBOdetection.
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1. INTrODUcTION

Unintendedpartieshavealwaystriedtoaccesssensitivedatastoredinsoftwaresystems.Interconnected
computers,though,havemultipliedexponentiallytheharmcausedbyabreachofsecurity.Oneof
thefirstlargelypublicizedattackscompromisingagreatnumberofinterconnectedcomputerswas
causedbytheMorris(ortheInternet)wormof1988.Itexploitedparticularsofthethencommon
DECVAXmachines,the4BSDoperatingsystem,andthefigerdservice.However,thisexploitation
couldonlybeperpetratedbytakingadvantageofavulnerabilityknownasbufferoverfloworoverrun
(Erlingsson,2007).

Bufferoverflow(BO)occursinprogramswritteninlanguagesthatdonotcontroltheboundaries
ofarraysduringrun-time,for instance,FORTRAN,C,andC++(Spafford,2003;Viega,Bloch,
Kohno,&McGraw,2000).Thegoalistooverwritememorypositionstointroducemaliciousdata.
Themaliciousdatacontainanattackpayload,i.e.,themaliciouscodeitself,andalsoapointertoit.
Thesuccessfulattackdoesnotonlycopythemaliciousdataintothememorybutalsoaltertheprogram
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executionflowtoinvoketheattackpayload.ABOexploitationallowsanattackertotakecontrol
ofthesystem.TheMorriswormwasabletoreplicateitselfbecauseitcouldattackothercomputer
systemsfromthosewhosecontrolweresurrenderedtoit(Spafford,2003).Anotheroutcomeisthe
crashingofthesystem,whichmayleadtoDenialofService(DoS)attacks.

BecauseBOisassociatedwiththeverybeginningoftheInternet,muchresearchefforthasbeen
devotedtoaddressit.OnesolutionistheadoptionofmemorysafelanguagessuchasJavaandC#
(Horstmann&Cornell,2005;Drayton,Albahari,&Merrill,2001),amongothers.Theselanguages
providemechanismstocontroltheunintendedaccesstomemorypositions.Forinstance,JavaandC#
checktheboundariesofanarraywhenapositionbeyondthelimitsareaccessed.Inthesecases,an
exceptionisthrownandtheprogramcantakeanactiontohandleit.Anotherapproachistoenforce
memorychecksinprogramswritteninC/C++ortoaddextracodetomonitorwhetheranattackhas
occurred(Nagarakatte,Zhao,Martin,&Zdancewic,2009;Ding,He,Wu,Miller,&Criswell,2012).

Withthosesolutionsputinplace,BOshouldbeathingofthepast.However,BOexploitations
arestillcommon.InJuly2012,multiplebufferoverflowvulnerabilitieswerefoundinthefirmware
usedforVeriFonepoint-of-saledevices.Byexploitingthesevulnerabilities,hackerswereableto
controltheterminalandloginformationinputbycustomers,suchasPINnumbersandthemagnetic
stripedataofabankcard(Constantin,2012).Amongthetopsecurityrisksformobileapplications
(app)talliedin2016bytheOWASP1,“clientcodequalityissues”ranksposition#7(OWASP,2017).
Thisriskcategoryencompassesvulnerabilitiessuchasbufferoverflow,formatstring,useofinsecure
orwrongAPIs,andinsecurelanguageconstructs.

Whyisanoldsecurityissuesopersistent?ThereasonisbecauseCandC++arestillused.
Manywebandmobileapplicationsrelyonapplicationprogramminginterfaces(API)writtenin“old”
languagesasCandC++(Sadeghi,Bagheri,Garcia,&Malek,2017).IfanAPIisvulnerable,the
wholeapplicationisaswell.Moreover,theselanguagesarestillusedtodevelopnewapplications
(Teixeiraetal.,2015).CisthesecondmostusedlanguageafterJavatodevelopInternetofThings
(IoT)applications,accordingtoarecentsurveyconductedbytheEclipseIoTWorkingGroupand
otherorganizations(Skerret,2017).ThethreattoIoTdevicesisparticularlydisturbingbecausethey
aresupposedtotakecareofpeople’sintimateactivities(Padmanabhuni&Tan,2015b).

TechniquesthatprovideprotectionagainstBOatrun-timetendtoimposeaperformancepenalty.
Asresult,theymightbeoverlookedwhenperformanceisanissuecompromisingasystem.Toavoid
BOvulnerabilitiesbeingneglected,oneshoulddetectthemduringthedevelopmentofthesoftware.
However,thelargenumberandvarietyofapproachesandtechniquesthathavebeenproposedtodeal
withbufferoverflowvulnerabilitiesmakehardtoobtainagoodunderstandingofexistingsolutions.

StudiessuchasErlingsson(2007);Lhee&Chapin(2003);WilanderandKamkar(2003);Younan,
Joosen,&Piessens(2012)provideanoverviewofdynamicandrun-timecountermeasurestoprotect
againstBOattacks.Ontheotherhand,therearestillfewstudiesdescribingthestate-of-the-art,or
conductingexperimentalevaluationoftechniques,todetectBOduringsoftwaredevelopment(Pozza,
Sisto,Durante,&Valenzano,2006;Ye,Zhang,Wang,&Li,2016).Inaddition,thereisevidencethat
theseapproacheshavebeingunderutilizedbysecurityprofessionalsnowadays.FangandHafiz(2014)
performedanempiricalstudyon58reportersofBOvulnerabilitiesofthesecurityFocusrepository
andconcludedthatalmostnoneofthemareinfactusedinthiscontext.AccordingtoJohnson,Song,
Murphy-Hill,&Bowdidge(2013),falsepositivesanddeveloperoverload,amongotherissues,actually
maybepreventingtheutilizationofthesetechniquesinpractice.Despitethat,detectiontechniques
areconsideredmoresystematicandscalable,whencomparedtoprotectiontechniques(Pozza,Sisto,
Durante,&Valenzano,2006;Ye,Zhang,Wang,&Li,2016).

TheevidenceoftheunderutilizationofBOdetectionapproachesandthelackofstudiesdescribing
the state-of-the-art motivate the conduction of more comprehensive literature reviews, surveys,
comparativeanalysis,andempiricalstudies,whichareessentialtoallowagreaterrecognitionanda
broaderuseofthesesolutionsbytheindustry.
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Inthiscontext,wepresentasystematicreviewontechniquesandtoolstodetectBOvulnerabilities.
Thisstudyaimsatidentifying(1)therelevantBOvulnerabilities,(2)howBOdetectionhasevolved,
(3)themaintechniquestodetectBOduringthedevelopmentphase,and(4)whichtechniquescanbe
usedatindustrialsettings.Ourgoalistodescribethestateofthepracticeandtheartontechniques
totackleBOvulnerabilitiesinthedevelopmentphase.Weconcludebypresentingrecommendations
topractitionersandresearchersinterestedinBOdetection.

Theremainingofthepaperisorganizedasfollows.Inthefollowingsection,wedescribethe
procedureutilizedtoconductthissystematicliteraturereview.Theresultsarepresentednext;first
therelevantBOvulnerabilitiesaredescribed,thenthetechniquesidentifiedtotackletheminterms
ofgoals,sourceofanalysis,andcategories.Thediscussionsectionfollowsguidedbytheresearch
questions.Thepaperfinisheswiththeconclusions.

2. SySTeMATIc LITerATUre reVIeW — SLr

ASystematicLiteratureReview(SLR)isanapproachforfindingandsummarizingavailableevidence
onaparticularresearchtopic.OurSLRwasperformedfollowingtheprocessproposedbyKitchenham
&Charters(2007),whichdefinethreemainphases:(1)Planning:inthisphase,theSLRprotocolis
defined,whichreferstoapre-determinedplanthatdescribestheresearchobjectivesandhowtheSLR
willbeconductedinordertoachievesuchobjectives;(2)Conduction:duringthisphase,primary
studiesareidentified,selected,andevaluatedaccordingtotheSLRprotocoldefinedintheplanning
phase; (3)Reporting: in thisphase,a final report iselaboratedandpresented.Thenextsections
presentthesethreephasesindetails.

2.1. Planning Phase
TheobjectiveofthisSLRistoidentify,analyze,andsynthesizethestate-of-the-artonbufferoverflow
vulnerabilitiesandcurrentinitiativesaddressedtodetectthem.Accordingtothispurpose,thefollowing
researchquestions(RQ)wereestablished:

R1:Whicharetherelevantvulnerabilitiesrelatedtobufferoverflow?
R2:Howhasbufferoverflowdetectionevolved?
R3:Whicharethetechniquesavailabletodetectbufferoverflowvulnerabilitiesbeforetherelease

ofthesoftware?
R4:Whicharethetechniquesscalabletobeutilizedatindustrialsettings?

TofindthemainprimarystudiestoanswertheaforementionedRQs,twosearchingstrategies
wereconsidered:(1)Thesearchinginarepresentativesetofpublicationdatabases,suchas:Scopus2;
andWebofScience3,thatarecomprehensiveresearchplatformsconsideredthelargestdatabases
of scientific studies. According to the best of our knowledge, these databases are effective and
representativetoconductsystematicreviewsintheSoftwareEngineeringcontext.Furthermore,(2)
snowballingfromreferencelistsoftheidentifiedarticles.Thispracticewasusedtoidentifyadditional
relevantstudiesthat,forsomereason,werenotfoundinthesearchonpublicationdatabases.

Thesearchstringusedonpublicationdatabaseswascomposedfromthemainkeywords“buffer
overflow”anditssynonym“bufferoverrun”.Thefinalsearchstringsweretailoredaccordingthe
specificationofeachpublicationdatabase.4

TheidentificationofrelevantprimarystudieswassupportedbyasetofInclusionCriteria(IC)
andExclusionCriteria(EC).Thesecriteriawereusedtohelptheselectionofthosestudiesthatare
relevanttoanswertheresearchquestionsandexcludethosestudiesthatarenot.Inthissense,the
definedICandECwere:

InclusionCriteria:
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IC1:Thepurposeofthestudyaretechniquestodetectbufferoverflowvulnerabilities

ExclusionCriteria:

EC1:Thestudydoesnotfocusonbufferoverflowvulnerabilities
EC2:Thestudydoesnotproposetechniquestodetectbufferoverflowvulnerabilities
EC3:Thestudyisaneditorial,keynote,opinion,tutorial,posterorpanel
EC4:Thestudyisapreviousversionofamorecompletestudyaboutthesameresearch
EC5:ThepaperlanguageisdifferentfromEnglish
EC6:Thepaperisduplicated
EC7:Thefullpaperisnotavailable

Ascanbeperceived,onlyprimarystudieswritteninEnglishwereconsideredinthisSLR,since
mostofresearchinComputerSciencehasbeenreportedinthislanguage.

Afterthesearchingonthepublicationdatabases,theprocesstoselecttheprimarystudieswas
dividedintofoursteps:(1)Selectionbasedonpaper’stitleandabstract.Asresult,asetofprimary
studiespossiblyrelatedtotheresearchtopicisobtained.Theintroductionandtheconclusionsections
ofeachprimarystudymightalsobeconsideredwhennecessary;(2)Selectionbasedonpaper’sfull
text.Inthisstep,thesetofrelevantprimarystudiesareidentifiedinordertoanswertheresearch
questions;(3)Selectionbasedonpaper’srelatedworks(snowballing).Thisadditionalstepmightbe
agreatsourceofevidence,sinceanincludedstudyoftenpresentsrelatedworksinthesameresearch
area.Theselectionofallrelevantstudiesisguidedbytheapplicationofinclusionandexclusion
criteria;and(4)DataExtractionandSynthesis.Therelevantinformationfromeachselectedstudy
isextractedandsynthesized inorder toanswer the researchquestions.Disagreementamong the
researchersinanyofthepreviousstepscanbesolvedbyconsensusmeetings.

2.2. conduction Phase
ThisSLRwasconductedbytwosoftwareengineeringresearchersandonePhDstudent.Thework
startedin2014Januaryandwasfinalizedin2017May.Inthissection,wedescribeindetailsthe
proceduresforselectingthestudies.

According to theplanningpreviouslyestablished theprimarystudieswere identifiedon the
selected databases. However, the searching resulted in overlapping studies, which required the
exclusion of duplicates through a manual filtering. In total, 782 different primary studies were
identified.Allthesestudieswereanalyzedreadingtheirtitleandabstractandbytheapplicationofthe
inclusionandexclusioncriteriatoidentifytheirrelevance.Afterthat,weselected333primarystudies,
whichwerereadinfull.Fromthat,47studieswereincludedinourSLR.Duringthefullreadingof
theincludedstudies,relatedworkswereidentifiedandselectedthroughthesnowballing.Finally,a
totalof67studieswereincludedtoourSLRandsubmittedtotheextractionofrelevantinformation
toanswertheresearchquestions.Figure1summarizestheprocessofselectionofprimarystudies.

2.2.1. Threats to Validity
ThemainthreatstovalidityidentifiedinthisSLRaredescribedasfollows:

• Missing of Important Primary Studies:thesearchforstudiesrelatedtobufferoverflowwas
conducted in themost relevantpublicationdatabases.Moreover,no limitwasplacedon the
dateofpublications.Duringthesearch,conferencepapers,journals,andtechnicalreportswere
considered.Inspiteoftheefforttoincludeallrelevantevidenceinthisresearch,itispossible
thatprimarystudiesweremissed;
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• Reviewers Reliability:theauthorsofthisworkarenotawareofanybiasthatmayhavebeen
introducedduringtheanalysisprocess.However,itmightbepossiblethattheconclusionabout
thestudiesevaluatedhavebeeninfluencedbytheopinionofthereviewers;and

• Data Extraction:anotherthreatreferstohowthedatawereextractedfromtheprimarystudies.
Notallextractedinformationwasobvioustoanswertheresearchquestionsandsomedatahad
tobeinterpreted.Furthermore,incaseofdisagreementamongthereviewers,adiscussionwas
conductedtoensurethatafullagreementwasreached.

Inparticular,wehavededicatedspecialefforttocompletelycoverthisresearchareaasimpartially
aspossible.

3. reSULTS

Inwhatfollows,wereportthemainresultsofourSLR.Firstly,themainbufferoverflowvulnerabilities
arereported.TheyservethepurposeofdescribinghowBOvulnerabilitiesareexploitedbyattackers
andalsohowthetechniquescopewiththem.Thetechniquesintheselectedstudiesarethenpresented.
Thepresentationisorganizedbygoals,objectofanalysis(sourceorobjectcode),andcategories.Six

Figure 1. Process of selection of primary studies
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categorieswereidentified,namely,codeinspection,computationalintelligence,models,program
analysis,symbolicexecutionandtesting.Techniquescanoftenbeclassifiedinmorethanonecategory;
insuchcases,theyaredescribedintheirmaincategory,andtheirrelationshipwithothercategories
arereportedusingVenn’sdiagramsandtables.

3.1. relevant Buffer Overflow Vulnerabilities
Bufferoverfloworoverrun(BO)isaprogramvulnerabilityallowingattackerstooverwriteparticular
memorylocations.Bydoingso,theyareabletoexecutemaliciouscode.Itisassociatedwithprograms
writteninCorC++becausetheselanguagesdonotprotectthememoryfrombeingoverwrittenor
accessedduringtheexecutionofaprogram.BOexploitscanbeachievedbydirectlyoverwritingthe
memory(stackorheap)orindirectlybycausinganintegeroverflow.

Mostofthepapersaddressesmemoryerrorsingeneral(seeSectionDiscussion).Fewstudies
pinpointwhichvulnerabilitytheyaddress.Nevertheless,specificBOvulnerabilitieswerementioned.
Theyareexplainedbelowtohelpthereaderunderstandthetechniquesweidentified.Westartoff
presentingthetypicalBOexploit,calledstack-basedBO,thenwediscussotherBOexploits.

3.1.1. Stack-Based Buffer Overflow
Manyprogramlanguages,likeCandC++,utilizedynamicmemorystackstoimplementfunctions5
andrecursion(Sebesta,2012).Ingeneral,theyareorganizedinactivationrecordsorstackframes
tostorefixedsizedatasuchasparameters,localvariables,arraysandaddresses.Figure2showsan
skeletalCprogram(example1)usedtoillustrateamemorystack.

Figure3presentsthestackframesoffunctionsmain()andfunc1()duringtheexecution.AtPoint 
1ofFigure2,showninFigure3(a),main()andfunc1()framesareonthememorystack.main()’s
framecontainsonlylocalvariablessinceitiswheretheprogramexecutionstarts.However,func1()’s
framecontainsthereturnaddresstoresumethecaller’sexecution(inthiscase,main()),apointerto
thecaller’sframe,andthelocalvariables—parametersaandbandthearrayname.

Inmanycomputerarchitectures(e.g.,thex86family),thestackgrowsdownmeaningthatthe
callee’s frame(inourcase, func1())willbe locatedat lowermemoryaddresses than thecaller’s

Figure 2. C Program example 1



International Journal of Systems and Software Security and Protection
Volume 9 • Issue 3 • July-September 2018

7

frame(Younan,Joosen,&Piessens,2012).InFigure3,name[0]hasaloweraddressthanname[99]
emulatingoneofthesearchitectures.Atline13,thescanf(“%s”,name)commandreadsastringfrom
thekeyboardandinsertitinnamestartingfromname[0].

BecauseprogramswritteninCdonotcontroltheboundariesofarrays,anattacker,knowledgeable
ofthevulnerabilitypresentintheexampleprogram,cancraftaninputstringsuchthatthereturn
addresstomain()willbeoverwrittenaftertheexecutionofscanf(“%s”,name).Figure3(b)showsthe
memorystackatPoint 2(line15ofFigure2),afterasuccessfulattack.Thelightgrayareasindicate
theportionsofthememorystackcompromisedbytheattack.

Theattackerprovidedastringwhosesizewasbiggerthanthesizeofnameenoughtooverwrite
variablesaandb,thepointertomain()’sframeandthereturnaddress.Thestringwascraftedin
suchawaythatthevalueoverwrittentothereturnaddresspointstoanaddressinsidename.Itturns
outthestringinputtedbytheattackercontainsamaliciouscodethatstartsatthatmemoryaddress.
Asaresult,whenfunc1()ends,theexecutiondoesnotreturntomain(),buttothemaliciouscode.

Figure 3. Stack memory for program example 1
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Therearevariantsofthisattackthatcorruptsthepointertothecaller’sframeorexception-handler
pointerspresentinthestack(Erlingsson,2007;Yan,Liu,&Meng,2015).Typically,theattackpayload
launchesa“shell”commandinterpreterundertheircontrol(Erlingsson,2007).

3.1.2. Heap-Based Buffer Overflow
Heap-basedBOexploitationsaresimilartostack-basedexploitationssincetheyoverwriteanarrayand
anadjacentpointertoasub-routine.Thedifferenceisthatitisnotthepointertothecallerfunction
thatisoverwritten,buttoafunctionthatmightbecalledbyotherfunctions.Considerthesimplified
Cprogram(example2)presentedinFigure4.

BelowPoint 1,betweenlines2to5,thereisarecorddefinition.Thisrecordiscomposedofa
pointertoanarrayofintegersmyInts(line3)andapointertoafunctionsort(line4)tosupposedly
sortthearrayofintegers.Line5definesthenameoftherecordtype—SortableInts.

Lines8and9,afterPoint2,containthedefinitionoftwosortingfunctionsthatmightbeaddressed
bypointersort.ThecodeafterPoint3describesthecreationofheapobjects.Lines16and17show
thememoryallocationforaninstance(object)ofSortableInts.Line18readsfromthekeyboardthe
sizeofthearrayofintegers.AtLine19,thearrayofintegersiscreated.Thememoryallocatedtoit
iscalculatedbymultiplyingthesizeinputtedbytheuser(nInts)andthenumberofbytestostorean
integergivenbysizeof(int).

Lines22to30,afterPoint 4,definethecontentsoftheheapobjects.Fromline22toline26,
thesortingfunctionisselectedandassignedtotheinstanceofSortableInts.Thevaluesofthearray
areinitializedfromlines27to29.AtPoint 5,line33,thechosensortingfunctioniscalled.Hadthis
exampleprogrambeenwritteninC++,SortableIntswouldbeaclassandsortavirtualfunction.

LetussayanattackermanagestomakethesizeofmyIntssmallerthanoriginallyexpected.Then,
theforatline27willbevulnerabletomaliciousdatabeingwrittenbeyondthelimitsofmyInts.If
theattackerissuccessfulinaddressingfunctionpointersorttoamaliciouscode,thesystemwillbe
compromised.Inthenextsection,weshowhowsheorhecanachievesuchagoal.

3.1.3. Integer Buffer Overflow
IntegeroverflowcanbeusedasaprecursorofaBOexploitation.Itisusedtomakeabuffersmaller
thanexpectedsothatmaliciousdatacanbecopiedintosensitivememorypositions.Ifaninteger
overflowoccurswhencalculatingthesizeofabuffer,lessmemorymightbeallocatedtoit.Asa
result,thebuffercanbeexploited.

Considera32-bitunsignedintegervariable6.Thisvariablestoresvaluesfromzeroto232-1.
Whensuchavariablereceives232,itneedsanextrabitforthemostsignificantbit(1)torepresent
232.Sincethereisnotanextrabit,thenewvalueis0becausetheremainingbitsareall0.

Wegobacktoexample2(Figure4)toillustratehowintegeroverflowsareusedtoachieveBO
exploitations.ThesizeofmyIntsisinputtedbytheuseratline18.A32-unsignedintvariable,nInts,
declaredinline12,storesit.ThememoryallocatedformyIntsiscalculatedbymultiplyingnInts
byfour—thesizeofanintegerinbytesgivenbysizeof(int).Thegoaloftheattackeristomakethis
multiplicationoverflow.Bydoingso,sheorhewillhavethevalueofnIntsmuchgreaterthatthe
memoryallocatedtomyInts,whichgrantstheexploitationoftheforcommand(line27)tocopy
maliciousdataintosensitivememorypositions.

So,thevalueinputtedtonIntsispivotal.Itwillbemultipliedbyfour(22);theobviousinputvalue
tomakethemultiplicationoverflowis230.Theresult232doesoverflow,butthefinalvalueiszero,
whichcausesnomemorytobeallocatedtomyInts.Hardly,thissituationwouldgoundetectedbecause
acommonCprogrammingpracticeistotestwhetherapointerisdifferentofNULL(zero)afterany
memoryallocation.Figure4doesnotshowtheseteststoreducethesizeoftheexampleprogram.

ToachieveasmallbufferandahighvaluefornInts,theattackershouldinput230+1,which
multipliedbyfourwillgive232+4.Thisresultoverflowsandthefinalvalueis4.Thus,myIntswill
storeasingleinteger,butthevalueofnInts,whichcontrolstheforcommand,willbemuchbigger—230
+1.Thus,thedoorisopentotheintroductionofmaliciousdata.
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3.2. Techniques to Detect Buffer Overflow Vulnerabilities
Next,wepresentthemostrelevanttechniquesidentifiedbytheSLR.Theyaredescribedtakinginto
accounttheirgoals,sourceofanalysis,andcategories.

3.2.1. Goals and Source of Analysis
Techniquestodetectbufferoverflowvulnerabilitieshavedifferentgoals,namely,toreportexcerpts
ofcodevulnerabletoBOexploits,tocrashtheprogramtoprovideevidenceofpossibleexploitations,
andtorepairvulnerablelocations.Crashingandreportingtechniquesarepresentsincetheinception
ofBOdetectiontechniques.Ontheotherhand,techniquesthatrepaircodehaveappearedrecently.

Figure 4. C program example 2
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CodereportslistlinesofcodetobeinspectedbythedeveloperstochecktheexistenceofBO
vulnerabilities.Themain issuesconcerningcode reports are theexistenceof falsepositivesand
falsenegativeswhichhinderstheadoptionofthetechniquesinpractice.Crashingthesystemisan
indicationthataBOattackmayoccur;however,additionalconditionsshouldholdtoanattackgo
through:thebuffershouldbebigenoughtocontainmaliciouscodeanditalsoshouldreachthereturn
addressinthestack.Thus,crashingrequiresthattheexploitationbeconfirmedandthelocationof
thevulnerabilitydetermined.Repairing,inturn,canonlyoccurafterthevulnerabilityinthecodeis
located.Asaresult,itutilizestheresultsofreportingtechniques.

Figure5containsaVenn’sdiagramwhichassociatesthegoals(reporting,crashing,andrepairing)
tothetechniques.Theintersectionsbetweenthetechniquesindicatetheyhavebothgoalsorthemain
goalisachievedbyfirstachievingthesecondarygoal.Reportingisthemostcommongoal.Thereare
techniquesthatcombinereportingandcrashinggoals.Themaingoalmayvaryinthesestudies.For
someofthem,possiblevulnerablepositionsarefirstidentifiedthentestcasesarederivedtocrash
thesystemandtoconfirmanexploitation(Ghosh,O’Connor,&McGraw,1998;Padmanabhuni&
Tan,2015b).Theotherwayaroundisalsopossible:fromthecrashingofthesystem,thevulnerable
locationisreported(Gupta,He,Zhang,&Gupta,2005;Jeffrey,Gupta,&Gupta,2008;Padaryan,
Kaushan,&Fedotov,2015).Additionally,thereareapproachesthatfirstrunatestcaseandthen
identifyconstraintsassociatedwithvulnerabilities(Li&Shieh,2011;Mouzarani,Sadeghiyan,&
Zolfaghari,2015).Fewtechniques(Bruschi,Rosti,&Banfi,1998;Chen,etal.,2013;Duraes&
Madeira,2005;Grosso,Antoniol,Merlo,&Galinier,2008;Shahriar&Zulkernine,2008;Woodraska,
Sanford,&Xu,2011)aimonlyatcrashingtheprogram.Allrepairingtechniques(Gao,Wang,&
Li,2016;Muntean,Kommanapalli,Ibing,&Eckert,2015;Novark,Berger,&Zorn,2007;Zhang,
Wang,Wei,Chen,&Zou,2010)alsoreportvulnerabilities.

MostofthestudiesutilizesastheirsourceofanalysisprogramswrittenCorC++.Onlysixstudies
(Bruschi,Rosti,&Banfi,1998;Chen,etal.,2013;Duraes&Madeira,2005;Ferrara,Logozzo,&
Fähndrich,2008;Padmanabhuni&Tan,2015a;Padmanabhuni&Tan,2015b)analyzeobjectcode;
ingeneral,x86codeisanalyzed,exceptingonestudy(Ferrara,Logozzo,&Fähndrich,2008)which
utilizesMSIL–MicrosoftIntermediatelanguage–asitssourceofanalysis.

3.2.2. Categories of BO Detection
Foreachselectedpaper,weidentifiedthemaintechniquesupportingthestudyandclassifieditinto
acategory.ThefollowingcategoriestoimplementBOdetectionwereidentified:codeinspection,
computationalintelligence,models,programanalysis,symbolicexecutionandtesting.Inmanypapers,
acombinationoftechniquesfromdifferentcategoriesisutilized.Figure6presentsthesecategories
andtheirrelationshipsinaVenn’sdiagram;Table1containsasimilarinformationinatextualform.
ThecolumnQty.indicatethenumberofpaperthatfocusonlyonacategory.Additionally,column
Totalindicatethetotalnumberofpapersthatdirectlyorindirectlyaddressthatcategory.

Programanalysis(PA)isthelargestcategory,asshownbyitssizeinFigure6,with45studiesusing
someformofprogramanalysisand17usingitasasolotechnique.Additionally,allothercategories,
exceptingempiricalstudies,havesomestudythatutilizeprogramanalysistoachieveitsgoal.Models
(MD)andtesting(Tst)arefrequentamongthestudies,beingusedin17studies.Symbolicexecution
(SE)ispresentin12studies.Generally,modelsandsymbolicexecutionareusedincombinationwith
techniquesfromothercategories;onlythreestudies(Chen,Kalbarczyk,Xu,&Iyer,2003;Hackett,
Das,Wang,&Yang, 2006;Hart,Ku,Gurfinkel,Chechik,&Lie, 2008)utilizemodels andone
(Padaryan,Kaushan,&Fedotov,2015)symbolicexecutionwithoutthesupportofothertechniques.
ComputationalIntelligence(CI)isusedinsevenstudies;mostofthemincombinationwithprogram
analysistechniques.Codeinspection(CoI)isacategoryofonlythreepapers.Finally,empiricalstudies
(ES),ingeneral,comprisecomparisonoftools.Asthetoolscomparedutilizedifferentapproaches,
wedecidedtocreateacategoryofitsowncomprisingsixstudies.Theexceptionwasastudy(Chen,
Dean,&Wagner,2004)thatutilizesasingletoolbasedonmodelsintheempiricalstudy.
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Inthenextsections,wedescribethetechniquesutilizedtodetectBOvulnerabilitiesorganized
bytheidentifiedcategories.Westartoffwithprogramanalysiswhichistheprevalentcategory.

3.2.3. Program Analysis
Programanalysistechniquesaimtoanalyzesourcecodetosupportactivitiesliketesting,debugging,and
maintenance(Binkley,2007).Programisinthiscontextabroadterm.Itencompassesspecifications,
models,diagrams,andsourceandobjectcode(Harman,2010;Jackson&Damon,2000).Program
analysisisthemostusedapproachforBOdetectionbecauseitstechniquesmanipulate(sourceor
object)codeeithertoreportvulnerabilitiesortosupporttheapplicationofotherapproaches.

Programanalysistechniquescanbestaticordynamic.Staticanalysisobtainsinformationfrom
theprogramthatisvalidforallpossibleexecutions.Dynamicanalysisinstrumentstheprogramto
collectinformationasitruns.Theresultsofadynamicanalysisarevalidonlyforaparticularexecution
(Jackson&Damon,2000).Asoundanalysisisvalidforalltherunsoftheprogramwhereasanunsound
analysismakesnoguarantees,butoftencanquickproducecorrectorapproximateresults(Binkley,
2007).Soundanalysiscomesatapriceoflesspreciseinformation,implyingmorefalsepositives.

Flow-sensitiveanalysistakesintoaccounttheexecutionorderofthestatementswhilstflow-
insensitiveanalysisisoblivioustotheflowofexecution.Context-insensitiveistheanalysisforwhich
theresultisvalidforallcontextsinwhichaprocedureiscalled.Context-sensitive,inturn,refers
toanalysesthatproduceadifferentresultforeachdifferentcallingcontext(Binkley,2007;Jackson
&Damon,2000).Flow-andcontext-sensitivealgorithmstendtobemoreprecisebutalsocostlier;
flow-andcontext-insensitiveonesarelessprecisebuttendtobescalableforlargeapplications.

SeveralprogramanalysistechniquesareusefulforBOdetection.Compilingtechniquessuchas
syntacticandsemanticanalysisofthecodesupportscanningofpatternsandprogramtransformation.
Typically,theybuildabstracttreesandcollectsemanticdata(e.g.,typeandsize)ofvariables.Static
analysistechniques–data-flowanalysisandabstractinterpretation(Aho,Lam,Sethi,&Ullman,

Figure 5. Techniques’ goals
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2007;Nielson,Nielson,&Hankin,1999)–determinefactsatparticularpointsoftheprogramthat
arevalidforallinputs.Thereachingdefinitions,i.e.,theassignmentsofvaluestovariablesthatreach
aparticularprogrampoint,areexamplesoffacts.Staticanalysisiteratesongraphrepresentationsof
theprogramtodeterminethesefacts.Compilingtechniquescanbeseenaslightweightstaticanalysis
whiledata-flowanalysisandabstractinterpretationasheavyweightstaticanalysis.

Taintanalysisisaparticularcaseofreachingdefinitionsthatdeterminesifapossibletaintedinput
(source)reachesaparticularvulnerablelocation(sink)oftheprogram(e.g.,astrcpy()functioncall).
Points-toorpointeranalysis,programslicinganddeltadebuggingarealsousefulforBOdetection.
Points-toanalysisdeterminesthelocations(variablesormemory)apointerisreferringto(Binkley,
2007).Programslicing(Weiser,1984)selectsstatementsoftheprogram,calledslice,thatimpact
thevalueofasetofvariablesataparticularpointoftheprogram.DeltaDebugging(Zeller,2009)
determinescausesoffailuresthatoccurduringexecution,usingthedifferencebetweenonepassing
andonefailingrun.Thesedifferencesarereducedtoobtainaminimalsetthatcausesthefailure.
Finally,memorytrackingrecordsthestateofthememoryinordertominepatternsassociatedwith
bufferoverflowandothermemoryerrors(e.g.,danglingpointers).

Table2describestheprogramanalysistechniquesusedintheselectedstudies.Staticanalysis
with20studiesisthemostutilizedtechnique.Moreover,taintandpoints-toanalysisandprogram
slicingarebasedonstaticanalysisalgorithms;thus,heavyweightanalysisisprevalentamongthe
program analysis techniques. Nevertheless, lightweight techniques (compiling techniques and
programtransformations)arenotfarbehind,beingutilizedby19studies.Table2alsopresentsthe
techniquesintermsofcontextandsensitivitytotheflowofexecution.Wereportthesedataasthey
werementionedinthestudies.Sinceflow-andcontext-insensitivetechniquesaremorescalable,the
numberofstudiesusingtheseapproachesshouldbegreater.Fewstudiesreporttheinsensitivenessto
contextandtoflowoftheexecution,likelybecausetheyarethestandardapproaches.Purelydynamic
programanalysistechniquesasdeltadebuggingandmemorytrackingareyetscarcelyused.Next,the
studieswhosemaintechniqueisbasedonprogramanalysisarediscussed.Thosestudiesforwhich
programanalysisissubsidiaryareonlyreferredtoanddiscussedinthefollowingsections.

ManyworksutilizecompilingtechniquestosupportBOdetection(Bilin,Jiafen,Genqing,Yu,&
Dan,2016;Duraes&Madeira,2005;Evans&Larochelle,2002;Meng,Wen,Feng,&Tang,2016;
Padmanabhuni&Tan,2016;Padmanabhuni&Tan,2014;Yamaguchi,Golde,Arp,&Rieck,2014;
Zhang,Zou,Wang,Chen,&Wei,2011),thereareworksthatrelyonlyoncompilingtechniquesto

Figure 6. Categories of techniques for BO detection
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detectBOvulnerabilities.Akbari,Berenji,&Azmi(2010)firsttraversetheparsetreeandannotate
it,thenvulnerabilitydetectionrulesareperformedontheannotatedtreetofindcodeweaknesses.
ITS4(Viega,Bloch,Kohno,&McGraw,2000)takesoneormoreCorC++sourcefilesasinputand
breakseachintoastreamoftokens.Afterscanningafile,ITS4examinestheresultanttokenstream,
comparingidentifiersagainstadatabaseof“suspects.”Rawat&Mounier(2012)defineavulnerability
patterncalledBufferOverflowInducingLoops(BOIL).AloopisaBOILifthereismemorywrite
withintheloopandthatmemoryischangingwithintheloop.Theyanalyzethebinaryexecutable
oftheapplicationtofindBOPfunctions(i.e.functionswithBOILs).Splint(Evans&Larochelle,
2002)useslightweightstaticanalysistodetectlikelyvulnerabilitiesinprograms,beingabletodetect
awiderangeof implementationflawsbyexploitingannotationsaddedtoprograms.Yamaguchi,
Golde,Arp,&Rieck,(2014)introducearepresentationofsourcecodecalledcodepropertygraph
thatmergesabstractsyntaxtrees,controlflowgraphsandprogramdependencegraphs,intoajoint
datastructure.Commonvulnerabilities,e.g.,stackandintegerBO,aremodeledsothatqueriescan
bemadebytraversingthecodepropertygraph.

Programtransformationisingeneralusedasasubsidiarytechnique(Chen&Li,2009;Chess,
2002;Dor,Rodeh,&Sagiv,2003;Dor,Rodeh,&Sagiv,2001;Muntean,Kommanapalli, Ibing,
&Eckert,2015;Vujosevic-Janicic,2008).Wesingleitoutfromcompilingtechniquesbecausea
transformedprogram isnot an intermediary result (e.g., an abstract tree). It converts aprogram
representation,ingeneral,sourcecode,intoanotherrepresentationamenabletotheapplicationofa
particulartechnique.Theresultcanbeasource-to-sourcesemantic-preservingtransformationofthe
program(Dor,Rodeh,&Sagiv,2003;Dor,Rodeh,&Sagiv,2001),asetofconditions(Chess,2002;
Vujosevic-Janicic,2008),codepatternstofixBOvulnerabilities(Muntean,Kommanapalli,Ibing,&
Eckert,2015)orasimplifiedversionoftheprogram(Chen&Li,2009).Programtransformationis
themaintechniquewhenitfixesBOvulnerabilities.Shaw,Doggett,&Hafiz(2014)introducetwo

Table 1. Categories of techniques in the studies

Category Studies Qty. Total

Program
analysis

(Zhangetal.,2011;Le&Soffa,2011b;Lietal.,2010),(Akbarietal.,2010;Liang,2009;S.Chen
&Li,2009;Pozza&Sisto,2008)(Guptaetal.,2005;Mouzaranietal.,2015),(Munteanetal.,2015;
Padmanabhuni&Tan,2015a;Padman-abhuni&Tan,2015b;Zhangetal.,2010;Li&Shieh,2011;Kim
etal.,2010;Novarketal.,2007;Vujosevic-Janicic,2008;Wagneretal.,2000;Ganapathyetal.,2003;Dor
etal.,2001;Gao,Wang,&Li,2016;Mengetal.,2016;Mouzaranietal.,2016;Bilinetal.,2016;Rawat
&Mounier,2010;Fer-raraetal.,2008;Le&Soffa,2008;Duraes&Madeira,2005),(Doretal.,2003;
Larochelle&Evans,2001;Weberetal.,2001;Chess,2002;Evans&Larochelle,2002;Viegaetal.,2000;
Ibing,2014;Shawetal.,2014;Padmanabhuni&Tan,2014;Jeffreyetal.,2008;Yamaguchietal.,2014;
Gao,Chen,etal.,2016;Padmanabhuni&Tan,2016;DaCostaetal.,2003;Le&Soffa,2011a;Livshits&
Lam,2003;Rawat&Mounier,2012)

17 45

Computational
Intelligence

(Shahriar&Zulkernine,2011;Mengetal.,2016;Grossoetal.,2008;Padmanabhuni&Tan,2015a;Rawat
&Mounier,2010),(Padmanabhuni&Tan,2016;Padmanabhuni&Tan,2014)

0 7

Symbolic
Execution

(Li&Shieh,2011;Kimetal.,2010;Gao,Wang,&Li,2016;Mouzaranietal.,2016;Le&Soffa,2011b;Li
etal.,2010;Chen&Li,2009;Xuetal.,2008;Mouzaranietal.,2015;Munteanetal.,2015;Padaryanetal.,
2015;Ibing,2014)

1 12

Testing (Li&Shieh,2011;Woodraskaetal.,2011;Shahriar&Zulkernine,2011;Bruschietal.,1998;Mouzaraniet
al.,2016;Chenetal.,2013;Grossoetal.,2008;Shahriar&Zulkernine,2008;Xuetal.,2008;Mouzaraniet
al.,2015;Pad-manabhuni&Tan,2015b;Rawat&Mounier,2010;Duraes&Madeira,2005;Ghoshetal.,
1998;Larson&Austin,2003;Haugh&Bishop,2003;Padmanabhuni&Tan,2016)

5 17

Models (Woodraskaetal.,2011;Vujosevic-Janicic,2008;Hartetal.,2008;Hackettetal.,2006;Chenetal.,2003;
Liang,2009),(Ferraraetal.,2008;Doretal.,2003;Larochelle&Evans,2001;Weberetal.,2001;Chess,
2002;Evans&Larochelle,2002;Chenetal.,2004;Haugh&Bishop,2003;Grossoetal.,2008;Ganapathy
etal.,2003;Doretal.,2001)

3 17

Code
Inspection

(Chen&Mao,2012;Wuetal.,2011;DaCostaetal.,2003) 2 3

Empirical
studies

(Heffley&Meunier,2004;Pozzaetal.,2006b;Kratkiewicz&Lippmann,2006;Carlsson&Baca,2005;
Zitseretal.,2004;Chenetal.,2004)

5 6
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transformationsthatfixbufferoverflowsinCprogramsbyprescribingtwofrequentlyusedsecurity
solutions.

StaticanalysisdeterminesfactsatprogrampointsthatenableBOdetection(Evans&Larochelle,
2002;Ferrara,Logozzo,&Fähndrich,2008;Gao,Wang,&Li,2016;Ibing,2014;Kim,Lee,Han,&
Choe,2010;Larochelle&Evans,2001;Li&Shieh,2011;Li,Cifuentes,&Keynes,2010;Livshits&
Lam,2003);(Padmanabhuni&Tan,2015a;Vujosevic-Janicic,2008).Nevertheless,differentfactscan
bestaticallydeterminedforBOdetection.Wagner,Foster,Brewer,&Aiken(2000)formulatetheBO
detectionproblemasanintegerconstraintorrangepropagationproblem(itestablisheswhichvalues
canbeboundtoanintegervariable)andutilizestaticanalysistosolveit.Pozza&Sisto(2008)combine
taintanalysisandvaluerangepropagationinthegcccompiler.Mjolnir(Weber,Shah,&Ren,2001)
usesafixed-pointalgorithmtosolvesafetyconstraints.Marple(Le&Soffa,2008)checkswhether
eachbufferaccessintheprogramissafebypropagatingbackwardsvaluerangeinformationalongthe
controlflowtowardstheentry.Onlystatementsthatcanreachthebufferaccessneedtobeexamined
todeterminethevulnerability.Inthissense,itutilizesaflow-sensitiveanddemand-drivenapproach.

Points-to (Ganapathy, Jha,Chandler,Melski,&Vitek,2003) taintanalysis (Ganapathy, Jha,
Chandler, Melski, & Vitek, 2003; Liang, 2009; Mouzarani, Sadeghiyan, & Zolfaghari, 2016;
Mouzarani,Sadeghiyan,&Zolfaghari,2015;Padmanabhuni&Tan,2015b)andprogramslicing
(Ganapathy,Jha,Chandler,Melski,&Vitek,2003;Rawat&Mounier,2010)utilizestaticanalysis

Table 2. Program analysis techniques used in the studies

Technique Studies Qty

Compiling (Viegaetal.,2000;Evans&Larochelle,2002;Duraes&Madeira,2005;Akbarietal.,2010;
Zhangetal.,2011;Rawat&Mounier,2012;Yamaguchietal.,2014;Padmanabhuni&Tan,
2014;Bilinetal.,2016;Padmanabhuni&Tan,2016;Mengetal.,2016;DaCostaetal.,2003)

12

Program
transformation

(Doretal.,2001;Chess,2002;Doretal.,2003;Vujosevic-Janicic,2008;Chen&Li,2009;
Shawetal.,2014;Munteanetal.,2015)

7

Staticanalysis (Wagneretal.,2000;Weberetal.,2001;Evans&Larochelle,2002;Larochelle&Evans,
2001;Livshits&Lam,2003;Vujosevic-Janicic,2008;Ferraraetal.,2008;Pozza&Sisto,
2008;Le&Soffa,2008;L.Lietal.,2010;Kimetal.,2010;Zhangetal.,2010;Li&Shieh,
2011;Le&Soffa,2011b;Ibing,2014;Padmanabhuni&Tan,2015a;Bilinetal.,2016;Gao,
Wang,&Li,2016;Gao,Chen,etal.,2016;Le&Soffa,2011a)

20

Taintanalysis (Ganapathyetal.,2003;Livshits&Lam,2003;Doretal.,2003) 3

Slicing (Ganapathyetal.,2003;Guptaetal.,2005;Rawat&Mounier,2010;Zhangetal.,2010;
Zhangetal.,2011)

5

Point-to
analysis

(Ganapathyetal.,2003;Livshits&Lam,2003;Doretal.,2003) 3

Context-
sensitive

(Weberetal.,2001;Livshits&Lam,2003) 2

Context-
insensitive

(Livshits&Lam,2003) 1

Flow-sensitive (Weberetal.,2001;Livshits&Lam,2003;Vujosevic-Janicic,2008;Le&Soffa,2008;L.Li
etal.,2010;Le&Soffa,2011b;Le&Soffa,2011a)

7

Flow-
insensitive

(Livshits&Lam,2003) 1

Delta
debugging

(Guptaetal.,2005) 1

Memory
tracking

(Novarketal.,2007) 1
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algorithmstoestablishfacts(e.g.,variablesormemoryreferredto,slices,taintedvariables)atparticular
pointsoftheprogram.Livshits&Lam(2003)useahybridapproachtoachieveefficientandprecise
points-toanalysistodetectBOandformatstringvulnerabilities.Pointersaccessedthroughsimple
accesspathsareanalyzedprecisely;anefficientflow-andcontext-insensitiveanalysisisusedforother
indirectaccessestoreducethecostsoftheanalysis.Carraybound(Carraybound)(Gao,etal.,2016)
isastaticanalysisframeworktoperformarrayboundscheckingbasedontaintanalysisanddata-flow
analysistofindtheindexesthathavenotbeencheckedagainsttheboundsofthearrayinCprograms.

Le&Soffa(2008)presentaframeworkthatautomaticallygeneratescontext-,flow-sensitive
analysis todetectuser-specified faults.The frameworkconsistsof a specification technique that
expressesfaultsandinformationneededfortheirdetection,ascalable,flow-sensitivealgorithm,and
ageneratorthatunifiesthetwo.Theanalysisproducedidentifiesnotonlyfaultsbutalsothepath
segmentswheretherootcausesofafaultarelocated.Thesameauthors(Le&Soffa,2011)extended
theirtechniquetosupportflow-sensitivesymbolicanalysistoreducethenumberoffalsepositives.
Vujosevic-Janicic(2008)presentsastatic,flow-andcontext-sensitivesystemfordetectingbuffer
overflows.Thesystemanalyzesthecode,generatescorrectnessconditionsforcommands,andinvokes
externalautomatedtheoremprover(forlineararithmetic)totestthegeneratedconditions.

IntPatch(Zhang,Wang,Wei,Chen,&Zou,2010)utilizesclassictypetheoryandadata-flow
analysisframeworktoidentifypotentialintegerbufferoverflowvulnerabilities.Itthenusesbackward
slicingtofindoutrelatedvulnerablearithmeticoperations.Finally,itinstrumentsprogramswithrun-
timechecks.Moreover,IntPatchprovidesaninterfaceforprogrammerswhowanttocheckinteger
bufferoverflowsmanually.Bilin,Jiafen,Genqing,Yu,&Dan’s(2016)methodintegratesmultiple
staticanalysistools(ITS4(Viega,Bloch,Kohno,&McGraw,2000),Flawfinder(Wheeler,2018),
Splint(Evans&Larochelle,2002),Cqual(Foster,2018))forbufferoverflowvulnerabilitiesdetection.
Thegoalistoverifytheresults,correctmistakesandreducethefalsenegativeandfalsealarmrate.

Gupta,He,Zhang,&Gupta(2005)andJeffrey,Gupta,&Gupta,(2008)combinedeltadebugging
anddynamicprogramslicingtolocatefaults,whichincludeBOvulnerabilities.First,theyusedelta
debuggingtoeitherfindasimplifiedinputthatinducesafailure(failure-inducinginput)orisolate
aminimalinputdifferencethatcausesit.Next,theycomputetheintersectionofthestatementsin
theforwarddynamicsliceofthefailure-inducinginputandthebackwarddynamicsliceofthefaulty
outputtolocatethelikelyfaultycode.Exterminator(Novark,Berger,&Zorn,2007)isasystemthat
detects,isolates,andcorrectstwoclassesofheap-basedmemoryerrors(bufferoverflowanddangling
pointers).Itdumpsaheapimagethatcontainsthecompletestateoftheheap.Bufferoverflowsand
danglingpointererrorscanbedistinguishedbecausetheytendtoproducedifferentpatternsofheap
corruption.Exterminatorutilizesaprobabilisticalgorithmtoidentifyheapcorruptionassociatedwith
bufferoverflowanddanglingpointers.Bothapproachescanbecombinedwithcrashingtechniques
tolocatetheBOvulnerability.

3.2.4. Computational Intelligence
Computationalintelligence(CI)encompassestechniquesandmethodsinspiredinnaturalprocesses
thatutilizedataandexperimentalobservationtoderivetheiractions.CIissuitedtoproblemsfor
whichthereisinexactandincompleteknowledgeandadaptivecontrolactionsarerequired.Examples
ofCItechniquesareevolutionary computing,fuzzy logic,genetic algorithms,machine learning,and
neural networks.

Table3mapstheCItechniquestothetheirrespectivestudies.Ingeneral,geneticalgorithmsand
evolutionarycomputingarefittedtosupportdynamictechniques(e.g.,testing)forBOdetection.Fuzzy
logicandmachinelearning,inturn,areusedtosupportthestaticanalysisofthecode,exceptingthe
studyofPadmanabhuni&Tan(2016)inwhichmachinelearningisusedtocreatetestinputs.The
studieswhosemaintechniqueisbasedoncomputationalintelligencearedescribednext.

Geneticalgorithmsandevolutionarycomputinghavebeencombinedwithprogramanalysis
techniques(e.g.,programslicing,taintanalysis)tocraftteststodetectBOvulnerabilities.Grosso,
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Antoniol,Merlo,&Galinier(2008)proposea techniquetogenerate input testdata todetectBO
vulnerabilitiesthatisfullyautomated.Theycombinegeneticalgorithms,linearprogramming,and
evolutionarytesting(Tonella,2004).ThegeneticsearchtowardstheBOdetectionreliesonafitness
functionthattakesintoaccountstaticanddynamicinformation.Rawat&Mounier(2010)utilizea
similarapproach.Theygeneratestring-basedinputstodetectbufferoverflowvulnerabilityinCcode.
Theapproachisacombinationofgeneticalgorithmandevolutionarystrategies.Programslicingisthe
staticanalysiscomponentoftheapproach.Itgeneratesataintedpathfromsource(maliciousinputs)
tosink(vulnerablestatement).Theirfitnessfunctionalsointegratesdynamicandstaticinformation.

Shahriar&Zulkernine(2011)utilizefuzzylogictoauditsourcecode.Theirfuzzylogic-based
codeauditingapproachisintendedtogenerateimprovedwarningsandtoassessaprogram’soverall
BOvulnerabilitylevel.TheydefinedcharacteristicsrelatedtoBOvulnerabilities,developedfuzzy
setsforthesecharacteristics,designedfuzzyinferencerulestoderivewarnings,anddevelopeda
multi-unitfuzzylogic-basedsystemtoassessthequalityofprogramsforBOvulnerabilities.

Padmanabhuni&Tan(2015a)combinestaticanalysisandmachinelearningforpredictingbuffer
overflowvulnerabilitiesofx86executables.Basically,theyutilizetaintanalysisfrombinarycode
toidentifyattributesofBOvulnerabilities.Thentheyutilizemachinelearningalgorithmstopredict
wheretheBOvulnerabilitiesareinthecode.Fourwell-knownmachinelearningalgorithmswere
assessed:NaiveBayes(NB),Multi-LayerPerceptron(MLP),SimpleLogistic(SL)andSequential
MinimumOptimization(SMO).ThebestclassifierwasSMO.Asimilarapproach(Padmanabhuni&
Tan,2014)isappliedinprogramswritteninCandC++;therecallandprecisionofthereportsare,
respectively,95%and80.9%foratreeclassificationalgorithm.Meng,Wen,Feng,&Tang(2016)
utilizeasemi-supervisedmachinelearningalgorithmtopredictbufferoverflow.Theyanalyzeevery
function toextract a22-attributevector that is fed to themachine learningalgorithm to suggest
candidatevulnerablefunctions.

3.2.5. Symbolic Execution
Symbolicexecutionisutilizedtostaticallyanalyzethecodeofaprogram.Theideaistoutilizesymbolic
insteadofrealinputvaluesto“execute”aprogram(King,1976).Pathstraversedduringapossible
executionoftheprogramarerepresentedasexpressionsintermsofthesymbolicinputvalues,the
operatorsthatoccurinthecommandsofthepath,andtheoutcomeofconditionalcommands(e.g.,
if,while).Amongtheapplicationsofsymbolicexecutionaretesting(Cadar,etal.,2011),debugging
(Hentschel,2016),andvulnerabilitydetection(Chen&Li,2009;Kim,Lee,Han,&Choe,2010;Li,
Cifuentes,&Keynes,2010;Padaryan,Kaushan,&Fedotov,2015).Nevertheless,symbolicexecution
haslimitationslikepathexplosion(Ma,YitPhang,Foster,&Hicks,2011)anddifficultytointeract
withotherenvironments(e.g., libraries,applicationprograminterfaces–API)whichrestrict the
applicabilityofthetechnique.

Strictlyspeaking,symbolicexecutiontechniquescouldbeclassifiedintotheprogramanalysis
ormodelscategories.Becausesymbolicexecutionstudiesbridgethesetwocategoriesinaparticular
way,wecreatedacategoryofitsown.ThesestudiesarepresentedinTable1anddescribedasfollows.

Table 3. Computational intelligence techniques used in the studies

Technique Studies Qty.

Geneticalgorithms&Evolutionary
computing

(Grossoetal.,2008;Rawat&Mounier,2010) 2

Fuzzylogic (Shahriar&Zulkernine,2011) 1

Machinelearning (Padmanabhuni&Tan,2016;Padmanabhuni&Tan,2015a;
Padmanabhuni&Tan,2014;Mengetal.,2016)

4
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Theselectedstudies,ingeneral,tacklefirstthelimitationsofsymbolicexecutionbeforeapplying
it.Someworksdosobymodifyingtheprogram.Li,Cifuentes,&Keynes(2010)handleloopsand
complexprogramstructuresusingflow-sensitiveprogramanalysis.Scalabilityisachievedbyusing
a simple symbolic value representation, filtering out irrelevant dependencies in symbolic value
computationandcomputingsymbolicvaluesondemand.Chen&Li(2009)generatea“normalized”
version of the program. This version does not contain “pointers.” Additionally, the program is
expandedtoeliminatedloopsandfunctioncallssothattheprogramcontainsonlyifcommands.Once
theprogramisexpanded,symbolicexecutionisusedtodetectbufferoverflowandothermemory
problems.Ibing(2014)uses,inturn,backtrackingofsymbolicstatesinsteadofstatecloning,and
extendsitwithamethodformergingredundantprogrampaths,basedonlivevariableanalysis(Aho,
Lam,Sethi,&Ullman,2007),totacklethepathexplosionproblem.

Kim,Lee,Han,&Choe(2010)utilizeatwo-stepapproachtoutilizesymbolicexecutioninthe
targetprogram.Theybeginwithacheaperandimpreciseanalysisbasedonabstractinterpretation.
Asaresult,manyfalsealarmsareofteneliminatedfromthefirstanalysis.Thentheyapplyaprecise
symbolicexecutiontechniquetosmallareasofthecodearoundthealarmswherethosealarmsare
checkedforfalsepositives.

Padaryan,Kaushan,&Fedotov(2015)presentaconcolic(concreteandsymbolic)technique
thatcombinessymbolicexecutionandtestingtodetectBOvulnerabilities.Theyassessthedetected
bugsbasedonthesymbolicexecutionofbinarycode.Foragivensetofinputdatathatbringthe
examinedprogramtoanabnormaltermination,anexploitisconstructedforawidespreadtypeof
vulnerabilities,includingstackbufferoverflow.Mouzarani,Sadeghiyan,&Zolfaghari(2015,2016),
inturn,presentaconcolicexecution-basedinputtestdatageneratorfordetectingstack-andheap-
basedbufferoverflowinexecutablecode.First,theprogramisexecutedwithconcreteinputdata.
Duringtheexecution,theconstraintsoftheexecutionpatharecalculatedsymbolically.Taintanalysis
isperformedandonlytheconstraints thatdependonthetainteddataarecalculated.Besidesthe
pathconstraints,thevulnerabilityconstraintsarecalculatedforeachexecutedpath.Thecalculated
vulnerabilityconstraintsarecombinedwiththepathconstraintsandarequeriedfromaconstraint
solver.Ifthesolverfindsasolution,itwillbeusedtogeneratedatathatexecutethesameexecution
pathandcauseanoverflowinit.Analogously,Li&Shieh(2011)alsoproposeaconcolictechnique,
calledloop-awareconcolicexecution,fortestingsoftwareandanalyzingloop-relatedvariables.The
goalistoimprovetheperformanceinthepresenceofloops.Theyanalyzebinaryexecutablesinx86
platforms.

Muntean,Kommanapalli, Ibing,&Eckert (2015) approach starts fromalreadydetectedBO
vulnerabilitiestogeneratebugfixes.Theygeneratebugfixesforbufferoverflowautomaticallyusing
symbolicexecution,codepatchpatterns,quickfixlocations,userinputsaturationandSatisfiability
ModuloTheories(SMT).Thus,itdoesnotproperlydetectBObugs,butitcanbeusedtocheckpossible
falsepositives.BovInspector(Gao,Wang,&Li,2016)usessymbolicexecutiontoautomatically
identifythosebufferoverflowwarningsreportedbystaticanalysisthataretruewarningsorfalse
warnings.Toavoidpathexplosion,BovInspectoronlyfocusesontheexecutionpathsthatcoverthe
bufferoverflowwarnings.BovInspectorautomaticallyrepairsthesebufferoverflowvulnerabilities
accordingtohumanrepairstrategies.

3.2.6. Testing
TestingallowsBOvulnerabilitiestobeobserved.Successfultestingcausesthesystemtocrashasa
result.Whenasegmentationviolationmessageisobtained,chancesaretheprogramisvulnerable.
WeidentifiedthreetestingapproachestodetectBOvulnerabilities.Oneistocraftspecialinputsto
checkthebuffers’limits.Ingeneral,theyutilizelightweightprogramanalysistoobtainthelimits
of theprogram’sbuffers toderive test inputs.Thesecondapproachisbasedonmutation testing
(DeMillo,Lipton,&Sayward,1978);itconsistsinseedingpossibleBOviolationstobechecked
bytestcases.Finally,therearetechniquesthatutilizegeneticalgorithms,symbolicexecution,and
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machinelearningtogeneratetestinputs.Allthreeapproachesleadtothegenerationoftestdatato
detectBOvulnerabilities,varyinginhowthetestdataisderived.

Table4describesthestudiesassociatedwitheachapproach.Otherstudiesthatusetestingas
asubsidiary techniquearedescribedwith theirmain techniques, for instance,geneticalgorithms
(Grosso,Antoniol,Merlo,&Galinier,2008;Rawat&Mounier,2010),theoremprovers(Mouzarani,
Sadeghiyan,&Zolfaghari,2015),andsymbolicexecution(Mouzarani,Sadeghiyan,&Zolfaghari,
2016).Wedetailthestudiesforwhichtestingisthemaintechniquenext.

Larson&Austin (2003)utilizeshadowvariables forevery input tocontrol their limitsand,
subsequently,toconductflow-sensitiveanalysistocreateteststhatexplorethelimitsoftheprogram
datastructures.Bruschi,Rosti,&Banfi(1998)uselargeinputparameterstocauseasegmentation
faultintheprogramundertesting.Thenatestprogramisusedtoderivetheexactlayoutofafunction
stackframeandthemostcriticalparametersneededtoexploitthecode.ARMORY(Chen,etal.,
2013)allowsthetestertocarryoutfunctionaltestingasusual.Thetesterexecutesaprocesstonotify
ARMORYtomakeBOtestsforaspecificprocess.Fortheparentprocess(originaltest),thereturn
valueisthelengthoftheoriginalinputstring.Ontheotherhand,forthechildprocess,createdby
ARMORYbychangingLinuxsystemcalls,thereturnvalueisthelengthofthecorrespondingcrafted
BOteststrings.ThesespeciallycraftedinputsareusedtodetectBOvulnerabilities.

Duraes&Madeira(2005)proposeastrategythatmixesexecutablecodescanningandtestingto
detectBOvulnerabilities.Thegoalofthescanningistolocatethecodesignaturesthatarerelatedto
bufferuseandbuffer-limitcheckomission.Thefunctionscontainingthesignaturesaredeemedas
“suspect.”Allfunctionstaggedas“suspect”aretestedbysupplyingvaluestothefunctionparameters
thatare likely tocauseabufferoverflow.Thevaluessupplied to theparametersarespecifically
intendedtocausebufferoverrunsandarebasedontheknowledgeobtainedduringthecodesearch.

STOBO(SystematicTestingofBufferOverflow)(Haugh&Bishop,2003)isatooltosupport
BOdetection.Thetesterwritesaspecificationassociatedwithcodelocationsinaspecific-domain
language.Theprogrambeing tested is then instrumented according to the specification.During
testing,possibleviolationsofthememoryallocatedarecheckedduringtheexecutionoftestcases.
Padmanabhuni&Tan(2015b)usestaticanalysistoidentifyconstraintsoninputsanduseasetofrules
basedonbuffersizetogeneratetestcases.Theyusethecontrolanddatadependencyinformationof
thesinktoidentifyinputsaffectingthesinkandpredicatesperforminginputchecks.Thesameauthors
(Padmanabhuni&Tan,2016)usemachinelearningtechniquestopredictwhetherautomatedtest
inputsshouldbegeneratedforpotentiallyvulnerablestatements.Theycollectstaticcodeattributes
capturinginputvalidationanddatasizecheckingmechanismstofeedtheclassifiers.Thegoalof
suchtestinputsistotriggerbufferoverflowsandconfirmtheirvulnerability.

Mutationtestingwastheunderlyingtechniqueusedinseveralapproaches(Ghosh,O’Connor,
&McGraw,1998;Shahriar&Zulkernine,2008;Woodraska,Sanford,&Xu,2011).Theyemulate
theeffectofflawsinsoftwarebyusingdataperturbationfunctions,betterknownasfaultinjection
functionsormutationoperators.Ifthesimulatedflawviolatesthesecurityofthesystem,thenthe
locationwheretheflawwasintroducedisidentifiedforfurtherinvestigation.

Table 4. Testing techniques used in the studies

Technique Studies Qty.

Bufferlimits
checking

(Larson&Austin,2003;Bruschietal.,1998;Chenetal.,2013;Haugh&Bishop,2003;
Padmanabhuni&Tan,2016;Padmanabhuni&Tan,2015b)

6

Mutationtesting (Shahriar&Zulkernine,2008;Woodraskaetal.,2011;Ghoshetal.,1998) 3

Testinput
generation

(Xuetal.,2008;Duraes&Madeira,2005;Grossoetal.,2008;Rawat&Mounier,2010;
Mouzaranietal.,2015;Mouzaranietal.,2015)

7
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Otherapproaches(Xu,Godefroid,&Majumdar,2008)relyontestinputgenerationtechniquesto
addressBOdetection.Xu,Godefroid,&Majumdar(2008)proposeatestinputgenerationalgorithm
that tracks and symbolically reasons about lengthsof input buffers and strings.This is doneby
extendingsymbolicexecutionwithrespecttobuffercontentstoalsoincludeitslength.Tospeedup
thesearchandmakeitmoretractable,symbolicexecutiononlytrackstheinfluenceofdatavalues
storedinprefixesofinputbuffers,insteadoffullbuffers.

3.2.7. Models
TheapproachesinthiscategorydefineamodelfromwhichBOdetectionfollowsthrough.Weadopt
abroadconceptofmodel:itcanbeannotationsorassertionsintheprogram;finitestatemachines,
petrinets,orattacktreesderivedfromit;orlogicalexpressionsthatallowverificationsorproofsto
becarriedout.Therefore,theapproachesarebasedonsomeformofmodelfromwhichactionsare
performedtoidentifyBOvulnerabilities.

Table5liststhemodelsusedinthestudies.Modelswereusedin17differentstudies.Sixdifferent
modelswereidentified:annotations,assertions,attacktrees,logicalexpressions,finitestatemachines,
andpetrinets.Thedifferencesamongannotations,assertionsandlogicalexpressionsaresubtle.We
classifiedthemodelasannotationswhentheauthorsmentionedthiswayorwhentheywereincluded
ascommentsinthecode.Assertionswereassociatedwithmodelscheckedatrun-timeandlogical
expressionswhentheywerestaticallyverifiedbyeitheramodelcheckeroratheoremprover.The
studiesthatusemodelsasmainstrategytolocateBOvulnerabilitiesaredescribednext.

Larochelle & Evans (2001) exploit semantic comments (i.e., annotations) added to source
code to enable local checkingof inter-proceduralproperties.They thenutilize lightweight static
checkingtechniquestoobtaingoodperformanceandscalability,though,sacrificingsoundnessand
completeness.Hart,Ku,Gurfinkel,Chechik,&Lie(2008)defineprooftemplatesdesignedtowork
whenaprogramusescommonstructures to traverseanarray.Amodelchecker isused toprove
theoriginalpropertyusingthesetemplatesextendedbypredicatesandassumptions.Hackett,Das,
Wang,&Yang(2006)purposeamodularcheckertostaticallyfindandpreventeverybufferoverflow.
Lightweightannotationsspecifyrequirementsforsafelyusingeachbuffer,andfunctionsarechecked
individuallybyamodelcheckertoensuretheyobeytheserequirementsanddonotoverflow.Chen,
Dean,&Wagner(2004)describeanempiricalstudy inwhichMOPS,a tool forsoftwaremodel
checking security-critical applications, is used to verify six large, well-known, frequently used,
open-sourcepackages.

Liang(2009)detectsvulnerabilitiesusinganextendedfinitestatemachine.Thesecuritystate
ofavariableisidentifiedbyapropertysetthatmayconsistofmultiplesecurity-relatedproperties.
A fine-grained state transition is provided to support accurate recognition of program security-
related behaviors. Taint analysis is used to avoid neglecting tainted data sources and to prevent
falsenegativesresults.Chen,Kalbarczyk,Xu,&Iyer(2003)introduceafinitestatemachine(FSM)

Table 5. Models used in the studies

Models Studies Qty.

Annotations (Larochelle&Evans,2001;Hackettetal.,2006;Evans&Larochelle,2002) 3

Assertions (Doretal.,2003;Doretal.,2001;Haugh&Bishop,2003) 3

Attacktrees (Woodraskaetal.,2011) 1

Logicalexpressions (Hartetal.,2008;Weberetal.,2001;Chess,2002;Ferraraetal.,2008;Chenetal.,
2004;Ganapathyetal.,2003;Vujosevic-Janicic,2008)

7

Finitestatemachines (Liang,2009;Chenetal.,2003) 2

PetriNets (Woodraskaetal.,2011) 1
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modelingmethodologycapableofexpressingtheexploitationofanobject.Theymodelanoperation
onanobjectasaseriesofprimitiveFSMs.TheFSMmodelallowstoreasonwhetheravulnerability
isnotpresentintheimplementation.Duringthisprocess,onecanuncoverapreviouslyunknown
vulnerability.Woodraska,Sanford,&Xu(2011)createprogrammutantsforassessingsecuritytests
fromthreatmodelsrepresentedbyattacktreesandPetrinets.

Mjolnir(Weber,Shah,&Ren,2001)isabufferoverflowanalysistoolforgeneratingandsolving
safetyconstraints.Foreverycalltoastringlibraryfunction,suchasstrcpy()orstrcat(),aconstraint
isgeneratedwhichsummarizestheeffectofthatfunctioncallonitsarguments.Thenallofthese
constraintsaregroupedandsolvedwithafixed-pointalgorithm.Mjolnirbuildsandsolvesconstraint
setsinanattempttoprovethateachpotentialvulnerabilityisnotoverflowable.Ifitfailstodoso,the
potentialvulnerabilitymustbeexaminedbyothermeans,suchastesting,todeterminewhetheritis
indeedoverflowable.EauClaire(Chess,2002)translatesaprogram’ssourcecodeintoaseriesof
verificationconditionsandpresentstheverificationconditionstoanautomatictheoremprover.Ifit
refutesthetheorem,thentheassociatedfunctionisinviolationofoneormoreofthespecifications.
Acounterexampleprovidedcontainsenoughinformationsothattheusercantrackdownthesource
ofthemismatch.

Ganapathy,Jha,Chandler,Melski,&Vitek(2003)combineprogramslicing,points-toandtaint
analysis to generate linear constraints associated with buffer declarations, assignments, function
calls,andreturnstatements.Thentheyuselinearprogrammingtoobtainvaluesfortheconstraint
variables.Thegoalistoobtainthebestpossibleestimateofthenumberofbytesusedandallocatedfor
eachbufferinanyexecutionoftheprogram.Basedonthevaluesinferredbythesolver,thedetector
decideswhether therewasanoverrunoneachbuffer.Dor,Rodeh,&Sagiv(2003;2001)utilize
integeranalysistoidentifypotentialviolationsofthecode.Theprogrammershouldannotateevery
procedurewithaprecondition,apostcondition,anditspotentialsideeffects.Theannotatedprogram
goesthroughasource-to-sourcesemantic-preservingtransformation.Thegeneratedprogramyields
arun-timeerrorwheneveracontractisviolated.Whenarun-timeerroroccurs,pointerinteractions
areanalyzedtocollectpoint-toinformation.Thentheprocedure’scodeandpoint-toinformationare
usedtogenerateaprocedurethatmanipulatesintegers.Theresultantintegerprogramisanalyzed
usingaconservativeinteger-analysisalgorithmtodetermineallpotentialviolations.

Ferrara, Logozzo, & Fähndrich (2008) statically analyze programs compiled to the MSIL
(Microsoft Intermediate Language) instruction set to check memory safety. It statically checks
contractsandusethemtorefinetheprecisionoftheanalysis,e.g.byexploitingpreconditions.To
achieveprecisionandscalability,theauthorsutilizeabstractinterpretationbasedonabstractdomains
(memoryregions)tocheckthesafetyofreadandwriteoperations.

3.2.8. Code Inspection
Code inspection in this review comprehends techniques that find vulnerabilities by reading the
sourcecode.Theapproachesinthiscategoryaimsatimprovingtheprocessofreadingcode.Broadly
speaking,anytechniquereportingvulnerabilitieswouldfallinthiscategory.However,wepreferred
toselectonlytechniqueswhoseproposewastosupportsourcecodereading,whichnarroweddown
toonlythreestudiesasdescribedinTable1.

Chen&Mao(2012)proposeagametosupportcodeinspectiontolocateBOvulnerability.Wu,
Siy,&Gandhi(2011)definegeneralizedpatternsofrelationshipbetweensoftwareelements,and
theirassociationwithknownvulnerabilities.ThepatternsarederivedfromtheCommonWeakness
Enumeration(CWE),acommunity-driventaxonomyofsoftwareweaknesses(MITRE,2017).These
patternscanbeusedforinspectionandverificationofthecode.

DaCosta,Dahn,Mancoridis,&Prevelakis,(2003)hypothesizethatasmallpercentageoffunctions
nearasourceofinput(e.g.,fileI/O)arethemostlikelytocontainasecurityvulnerability.Theyrefer
tothesefunctionsasFLFs(FrontLineFunctions),andthepercentageoffunctionslikelytocontaina
securityvulnerabilityastheFLFdensity.Theydevelopedatool,calledFLFFindertool,toidentify
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areasofhighvulnerabilitylikelihoodautomatically.FLFtoolwasdevelopedtoaidcodeinspectors
tofocusonthemorevulnerableexcerptsofcode.

4. DIScUSSION

Thediscussionbelowisguidedbytheresearchquestionestablishedin theSystematic Literature 
ReviewSection.

4.1. r1. Which are the relevant Vulnerabilities related to Buffer Overflow?
During the analysis of the selectedworks,we identified threebasicBOvulnerabilities, namely,
stack-based,heap-based,andintegerbufferoverflow.ThemajorityofthestudieseithertargetsallBO
typeswithoutdistinctionorfocusesonmemoryerrorsingeneral,beingBOjustanotherone.Fewof
themtargetspecificBOtypes:stack-basedoverflowismentionedin(Ghosh,O’Connor,&McGraw,
1998;Mouzarani,Sadeghiyan,&Zolfaghari,2016;Padaryan,Kaushan,&Fedotov,2015),integer
bufferoverflowisthemainorpartofthegoalofthetechniquesdescribedin(Chen,Kalbarczyk,
Xu,&Iyer,2003;Yamaguchi,Golde,Arp,&Rieck,2014;Zhang,Wang,Wei,Chen,&Zou,2010;
2011)andheap-basedbufferoverflowisaddressedin(Mouzarani,Sadeghiyan,&Zolfaghari,2015;
Novark,Berger,&Zorn,2007).

Thus,only9studiesoutof67arefocusedonparticularBOexploits.Manystudiestargetdifferent
memoryerrors(e.g.,memoryleaks,nullpointerdereferention,unsafememoryaccess)(Dor,Rodeh,
&Sagiv,2003;Ferrara,Logozzo,&Fähndrich,2008;Larochelle&Evans,2001;Le&Soffa,2011)
orseveralvulnerabilities(Akbari,Berenji,&Azmi,2010;Le&Soffa,2011;Li&Shieh,2011;
Liang,2009;Livshits&Lam,2003;Pozza&Sisto,2008;Viega,Bloch,Kohno,&McGraw,2000;
Woodraska,Sanford,&Xu,2011)(Wu,Siy,&Gandhi,2011).Inbothcases,BOisincluded,butit
isnotthemaingoal.

Thedrawbackofverygeneral techniquesis that theyleadthepractitioner tosearchalistof
issuesthatmaynotberelatedtoBO.Thus,thereisalackoftechniquesspecificallydesignedfor
BOdetection.Fulfillingthisgaprequirestechniquesthattakeintoaccountthehardwarerunningthe
system,especiallytotacklestack-basedandintegerbufferoverflow.

4.2. r2. How Have the Buffer Overflow Detection Techniques evolved?
BOdetectiontechniqueshaveprevalentlyaimedatreportingvulnerablelocations.Reportingisthe
mainorsubsidiaryobjectiveof61studies.Crashingistheonlytargetofsixstudies;otherfivestudies
havecrashingandreportingpurposes(seeFigure5).Repairingvulnerablelocationsisthegoalof
recentandrestrictedstudies(Gao,Wang,&Li,2016;Muntean,Kommanapalli,Ibing,&Eckert,2015;
Novark,Berger,&Zorn,2007;Zhang,Wang,Wei,Chen,&Zou,2010).Theidealtechniquecrashes
thesystemtoconfirmtheexistenceofavulnerability;thenitlocatesandrepairsthevulnerability.In
doingso,itachievestheultimategoalofproducingBO-freesoftware.

Sourcecodeanalysisisutilizedinmoststudies(60out67).However,objectcodeanalysisgenerates
hardware-specifictechniqueswhichcanleadtotechniquestargetedtoBOdetection,assuggestedin
thediscussionofRQ1.Indeed,newstudies(Padmanabhuni&Tan,2015a;2015b)combineobject
codeanalysiswithcomputationalintelligence,programanalysis,andtestingtechniques.

Figure7describestheevolutionoftechniquestotackleBOdetection.Itaggregatesstudiesina
five-yeartimespan.Forexample,atthe2004mark,representingthetimespanfrom2001to2004,
therewere24studiesintotal,beingninebasedonprogramanalysis,twoontesting,tenonmodels,
oneoncodeinspection,andtwoempiricalstudies.

Studies targetingBOdetectionbegan togainmomentumfromtheyears2000son.Program
analysisconstitutesthemaintechniqueforBOdetection.Thenumberofstudiesduringtheyearseither
increasesorflattens,butneverdecreases.Thereasonisbecauseprogramanalysisisanenablerforthe
applicationofothertechniqueswhenitisnotthemaintechniqueasshowninFigure6.Testinghasa
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similarbehaviorsincethenumberofpaperskeepsgrowing,notasexpressivelyasprogramanalysis,
duringtheyears.Symbolicexecutionandcomputationalintelligencehavepresentedagrowinginterest
byresearchersfrom2012duemainlytorecentimprovementsinthetechniques.Ontheotherhand,
modelsandcodeinspectionshowadiminishedinterestinthelastyears.Apossibleexplanationis
becausetheyrequirespecialconditionstoscalewelltorealapplications.

Figure7showsthatprogramanalysis,testing,computationalintelligenceandsymbolicexecution
areontheraise.Likelybecausethenewstudiesutilizethesetechniquesincombination,whichindicates
apromisingapproachtotackleBOvulnerabilities.

4.3. r3. Which are the Techniques Available to Detect Buffer 
Overflow Vulnerabilities Before the release of The Software?
The techniques forBOdetectionweredescribedandorganized incategories inSectionResults.
Practitioners,though,areinterestedintechniquesthatareavailableforuseorthatarepromising.We
addressthesequestionsbydiscussingthestrongandweakpointsofthecategoriesoftechniques.They
aresummarizedinTable6.Threecategories,namely,programanalysis,testing,andcodeinspection,
havetechniquesavailableforusebypractitioners.Theothercategoriesincludepromisingtechniques
thatcanleverageprogramanalysistesting,andcodeinspectiontechniques.

Becausebufferoverflowisacodeweakness,techniquesthathandlecode,i.e.,programanalysis
techniques, were the primary focus of research. Lightweight approaches, based on compiling
techniques,thatsearchforBO-relatedpatternsincode,haveevolvedtohandlereal-worldsoftware
(Yamaguchi,Golde,Arp,&Rieck,2014).However,theycanreporttoomanyissuesthatoverwhelm
thepractitioners.Techniquesthatcarryoutathoroughstaticanalysis(e.g.,data-flowanalysis,abstract
interpretation)leadtolessfalsealarms.Points-toandtaintanalysisarespecializationsofstaticanalysis
thatdetectmorevulnerabilitiesthancompilingtechniqueswithlessfalsepositives(Gao,etal.,2016;
Livshits&Lam,2003).Despiteofbeingcostly,thesetechniquesareabletoscanlargeprograms;
however,thenumberoffalsepositivescanstillbenotmanageablebypractitioners.

Figure 7. Evolution of the techniques to detect BO vulnerabilities
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Dynamictechniques,forinstance,dynamicslicinganddeltadebugging,areabletodetermine
therootcauseofBOvulnerabilities(Gupta,He,Zhang,&Gupta,2005).Nevertheless,theydepend
onprogramruns tocollectdata. If toomanyrunsareneeded, the techniquescanbecomecostly
(Gupta,He,Zhang,&Gupta,2005;Jeffrey,Gupta,&Gupta,2008).Onepossiblesolutionistoapply
dynamictechniquesduringtesting.

Programanalysistechniquescanbeutilizedbythepractitionerprovidedheorshedealswith
falsepositives.Thislimitation,however,hinderstheapplicationofprogramanalysis;thestudyof
Fang&Hafiz(2014)indicatesthattheusestaticanalysisforBOdetectionisuncommoninpractice.
BOspecifictechniquesandtechniquesthatbetterrankthevulnerablelocationscanmakeprogram
analysistechniquespractical.

Testing,especiallypenetrationtesting,isusedtodetectBOvulnerabilitiesinpractice(Fang&
Hafiz,2014).Atestshouldoverwritecontrolsensitivedatastructurestocrashaprogram(Chen,et
al.,2013).Thus,testingdoesnotlocateBOvulnerabilities;itdetectstheirpresence.Todevisesuch
atest,thetesterneedstobeknowledgeableofthehardwareofthesystem(Bruschi,Rosti,&Banfi,
1998).Currently,testingisconductedinad hocmanner;practitionersrelyonfuzztestingtodetect
BOvulnerabilities(Fang&Hafiz,2014).Toimprovetheeffectivenessoftestinginpractice,itshould
becombinedwithothertechniquestosystematicallygenerateteststodetectBOvulnerabilities.

Thereareapproachesthatcombinesymbolicexecutionandcomputationalintelligencetodevelop
effectivetestsandtolocateBOvulnerabilities(Padmanabhuni&Tan,2016;Rawat&Mounier,2010;
Shahriar&Zulkernine,2011;Xu,Godefroid,&Majumdar,2008).Additionally,faultlocalization
(Gupta,He,Zhang,&Gupta,2005)andprogramrepair(Gao,Wang,&Li,2016)canutilizetesting
resultstoobtainacompleteBOdetection:fromthesystemcrashbymeansoftests,thetechnique
wouldalsolocateandfixthevulnerablelocation.

Codeinspectionrequiresthepractitionertoinspectthecodetolocatevulnerabilities.Reading
techniquescanimprovethepractitioner’sperformance,especiallythosethatindicatemorevulnerable
code(DaCosta,Dahn,Mancoridis,&Prevelakis,2003;Wu,Siy,&Gandhi,2011).However,they
dependenton thepractitioners’ skill andon the team’sadherence toadevelopmentprocess that
includesthem.Codeinspectionwillhardlybeadoptedifthepractitionersweredemandedtoscana
largesoftwarealreadycoded.

Symbolicexecutionbenefitsfromthecombinationoftechniqueslikeprogramanalysisandtesting.
Thesetechniquesareutilizedtoweedoutirrelevantpaths,dataorstatessothatthesymbolicexecution
onlytracksinformationthatleadstoidentifyaBOvulnerability.Simplifiedsymbolicexecutioncan
analyzelargeprogramswithafalsepositiverateof10%(Li,Cifuentes,&Keynes,2010).Testing
isutilizedas aprecursor to identify theexistenceof aBOvulnerability (Padaryan,Kaushan,&
Fedotov,2015)ortoreducethenumberofconstraintstobecalculated(Mouzarani,Sadeghiyan,&
Zolfaghari,2015).ItisutilizedtoconfirmtheexistenceofaBOvulnerabilitydetected(Padaryan,
Kaushan,&Fedotov,2015).

Computationalintelligenceleveragesothertechniqueslikeprogramanalysisandtesting.When
itiscombinedwiththesetechniquestheresultsareimproved(Padmanabhuni&Tan,2014;2015a;
Rawat&Mounier,2010;Shahriar&Zulkernine,2011).Geneticalgorithmsandevolutionarytesting
createinputtestdatathatcomprisetherestrictionsestablishedbythecodeandthehardwareofthe
system.Fitnessfunctionsthatguidethesearchutilizestaticanddynamicinformationcollectedusing
programanalysis(Rawat&Mounier,2010).

Machinelearning,inturn,canpredictthemorevulnerablelocations.Indoingso,theyimprove
theperformanceofprogramanalysistechniques.However,someissuesneedtobeaddressed:Which
isthebestmachinelearningalgorithmforBOdetection?Howtotrainitforpracticalapplication?

Techniquesbasedonmodelsrequirethatassertions,annotationsorlogicexpressionsbedeveloped.
Theycanbecreatedautomaticallyorbythepractitioner.Thenthesemodelsarecheckedatrun-timeor
verifiedstaticallybyamodelcheckerortheoremprovertodetectBOvulnerabilities.Mostmodel-based
studiespresentlowerfalsepositiverates,buttheydonotshowfeasibilityatindustrialsettings.Studies
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thattacklelargesoftwaresuggestmodelsshouldbewrittenbyprogrammersduringdevelopment
(Ferrara,Logozzo,&Fähndrich,2008).Thus,theyrequireextratasksduringdevelopment;itremains
tobeshownwhetherprogrammerswouldembracethesenewtasks.

TheresultssuggestthatthetechniquesavailableforBOdetectionarenotreadyforadoption
at industrial settings.Muchprogresswasmade to tackleproduction-size softwareand to reduce
thenumberoffalsepositives(seediscussiononR4);however,theiradoptiondependsonhowthe
techniquesimprovethepractitioners’tasks.

Newstudiescombineapproachestomaketheresultsusefulforpractitioners.Programanalysis
canbe improvedbyBO-specific techniques (see thediscussiononR1) andby techniques (e.g.,
computationalintelligence,models)thathighlightthemostvulnerablelocations.Symbolicexecution

Table 6. Strong and weak points of the BO detection techniques

Technique Discussion

Program
Analysis

Strong points:
Compilingtechniquesscalewelltodetectedsuspiciouspatterns;programtransformationisusedto
fixvulnerabilities;staticanalysistechniquesgeneratelessfalsealarmsthancompilingtechniques
(Wagner,Foster,Brewer,&Aiken,2000;Pozza&Sisto,2008);points-toandtaintanalysisare
specializationsofstatic
analysis(Livshits&Lam,2003;Gao,etal.,2016);deltadebugginganddynamicprogramslicing
determinetherootcauseofBOs(Gupta,He,Zhang,&Gupta,2005).
Weak points:
Programanalysistechniquesstillproduceahighnumberoffalsealarms;deltadebuggingand
dynamicslicingcanbecostly(Gupta,He,Zhang,&Gupta,2005;Jeffrey,Gupta,&Gupta,2008).

Testing Strong points:
Easeadoptionbypractitioners;usedinreal-worldprograms;canbecombinedwithcomputational
intelligencetechniquesandsymbolicexecution.
Weak points:
Donotlocatevulnerabilities;runningtestscanbecostly;requiresknowledgeofthehardware
architecture.

Symbolic
Execution

Strong points:
Cananalyzelargeprogramswithafalsepositiverateof10%(Li,Cifuentes,&Keynes,2010);
benefitsfromthecombinationoftechniqueslikeprogramanalysisandtestingtoweedoutirrelevant
paths,dataorstates(Padmanabhuni&Tan,2016;Kim,Lee,Han,&Choe,2010;Padaryan,Kaushan,
&Fedotov,2015).
Weak points:
Particularprogramscanachieve40%offalsepositives;needsmoreexperimentswithrealprograms.

Computational
Intelligence

Strong points:
Leveragesothertechniqueslikeprogramanalysisandtesting(Rawat&Mounier,2010;Shahriar&
Zulkernine,2011;Shaw,Doggett,&Hafiz,2014;Padmanabhuni&Tan,2016;Padmanabhuni&
Tan,2014).
Weak points:
Techniquesassessedbysmallprograms(Padmanabhuni&Tan,2015a).

Code
Inspection

Strong points:
Canbeaddedtothesoftwareprocess;statictoolsandpatternscanindicatevulnerablecodetobe
inspected(Wu,Siy,&Gandhi,2011).
Weak points:
Hardtoscaleforlargesoftware;itdependsonthepractitioners’skill;doesnotautomaticallylocate
vulnerabilities.

Models Strong points
Detectsvulnerabilitieswithlowerfalsepositives;promisingstudiestacklelargesoftware;itcanbe
usedinintegrateddevelopmentenvironments(Chen,Dean,&Wagner,2004;Ferrara,Logozzo,&
Fähndrich,2008).
Weak points
Needscontractswrittenbyprogrammerstoscale(Ferrara,Logozzo,&Fähndrich,2008).



International Journal of Systems and Software Security and Protection
Volume 9 • Issue 3 • July-September 2018

25

andcomputationalintelligencetechniquescanleveragetestingbycreatingeffectiveinputdatafor
BOdetection.Asaresult,theyprovideguidancetoacurrentadhoctask.However,howthesenew
techniquesperforminpracticeremainstobeshown.

4.4. r4. Which are the Techniques Scalable to Be Utilized at Industrial Settings?
Inthissection,wediscusstechniquesscalableforuseatindustrialsettings.Weaimedatidentifying
techniquesthatcanhandleprogramswith10kLOCormorewithalowfalsealarmrate.Theideais
that10kLOCareamanageablechunkofcodeforaprogrammer.Ifthetechniquecananalyzeitin
reasonableamountoftime(upto10minutes)withafairlyreducednumberoffalsealarms(upto
10%)theycanbeaddedinhisorherprogrammingpractice.

Programanalysistechniquescanhandleprogramsof10kLOCormore;indeed,staticanalysis
techniquescancarryoutpreciseanalysisoflargeprograms(upto600kLOCs)withlessfalsealarms
thancompilingtechniques(Pozza&Sisto,2008;Wagner,Foster,Brewer,&Aiken,2000).However,
theydonotmeettherequirementofa10%falsealarmrate.

Ontheotherhand,testingisnotlimitedbythesizeofthesystemunderassessment.However,
itisingeneralappliedinad hocmanner,whichcanbecomecostly.Whentestingiscombinedwith
othertechniques(e.g.,programanalysis,symbolicexecution,andcomputationalintelligence)itis
limitedbytherestrictionsofthesetechniques.Codeinspectionisscalableatindustrialsettingsifthe
targetis10kLOCprogramsandreadingtechniquesarepartofthesoftwareprocess.Nevertheless,
thecostsofreadingtechniquesshouldbeassessedinpracticebecauseskillfulpractitionersarean
expensiveasset.

Simplifiedsymbolicexecutioncananalyzelargeprogramswithafalsepositiverateof10%;
however,itachieves40%offalsepositivesforparticularprograms(Li,Cifuentes,&Keynes,2010).
Techniquescombiningstaticanalysistoeliminatefalsealarmsandprecisesymbolicexecutionon
mostsuspiciouscodeexcerptstackleprogramsaround10kLOC(Kim,Lee,Han,&Choe,2010).
Concolictechniques(testingcombinedwithsymbolicexecution)presentedinterestingresultsforreal
programs(Padaryan,Kaushan,&Fedotov,2015).Thus,simplifiedsymbolicexecutioncombined
withtestingisontracktohandle10kLOCprograms,butthe10%falsealarmratestillneedstobe
verifiedinpractice.

Computationalintelligenceisusefultoimproveprogramanalysisandtesting.However,theywere
verifiedinsmallprograms(Padmanabhuni&Tan,2015a).Likewise,mostmodel-basedtechniques
wereassessedinsmallprogramsandthetoolsrequireanamountoftimethatwouldnotallowits
adoptioninsoftwarepractice(Chen,Kalbarczyk,Xu,&Iyer,2003;Chess,2002;Dor,Rodeh,&Sagiv,
2003;Hart,Ku,Gurfinkel,Chechik,&Lie,2008;Larochelle&Evans,2001;Liang,2009;Weber,
Shah,&Ren,2001;Woodraska,Sanford,&Xu,2011).Thetechniquesthattacklelargesoftware
(Chen,Dean,&Wagner,2004;Ferrara,Logozzo,&Fähndrich,2008)shouldbeverifiedwhether
theyreachasmallfalsealarmrate(lessthan10%)atafeasibletime-frame.

Thus, the current techniques fail to meet the scalability framework established (10 kLOC
program-size,10%falsealarmrate,10minutesexecutiontime),whichexplaininpartwhytheyare
rarelyusedinpractice(Fang&Hafiz,2014).Nevertheless,thisframeworkservesasatargettobe
aimedbynewtechniques.Thosethatmeetitsrequirementstendtobepractical.

4.5. recommendations
FromtheresultsofourSLR,wedevisedrecommendationstopractitionersandresearchersalike.Our
suggestionstopractitionersarepresentednext.

1. Utilize a program analysis technique.Therearetechniques(e.g.,staticanalysis,taintanalysis)
thatthoroughlyanalyze10kLOCprogramsinaffordabletime-frame(less10minutes).Byusing
them,thepractitionerswillhavetomanagelessfalsealarms.
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2. Generate tests to check the more suspicious issues.Withtheresultsofprogramanalysis,the
practitionerswillbeabletodevelopmoresystematicpenetrationtestsusinghisorherknowledge
ofthesystem’shardware.

3. Add code review techniques to the software development process.Whenaddingthecode
readingtask,makesurethepractitionersareknowledgeableofthemainBOcodevulnerabilities
patterns of the Common Weakness Enumeration (CWE) (MITRE, 2017); and make use of
techniquestofocusthepractitioner’sattentiontothemostvulnerablelocations.

Thesuggestionstoresearchersaredescribedasfollows.

1. Design BO-specific techniques.Thesetechniquesfocusthepractitioner’sattentiontoBOissues.
Toachievethisgoal,theyshouldbeawareofthesystem’shardware.

2. Develop complete BO detection techniques.TheultimategoalofBOdetectionistogenerate
BO-free software. That requires crashing the system, locating its cause, and fixing it. The
techniquesinthissurveyaddressoneoratmosttwooftheseaims.Techniquesaddressingall
goalswillenticethepractitionerstousethem.

3. Combine different categories of techniques.Computationalintelligenceandsymbolicexecution
haveshownpromisingresultsinidentifyingmorevulnerablelocationsandmoreeffectiveinput
tests.However,moreeffortshouldbedirectedtoidentifythebestalgorithmsforBOdetection
sothatthetechniquescantackleproduction-sizesoftware.

4. Aim at scalable techniques.Techniquesthattackle10kLOCprograms,with10%falsealarm
rate,andproduceresultsin10minutesarepronetobeadoptedinthesoftwaredevelopment
process.

5. Conduct empirical studies at development settings.Promisingtechniquesshouldbeassessed
atdevelopmentsitestounderstandhowtheycanbebetterusedbypractitioners.

5. cONcLUSION

Despitebeingoneof thefirstexploitedcodevulnerabilities,bufferoverflow(BO)still threatens
thesecurityofsystemsthatwerewrittenorutilizecomponentswritteninvulnerableprogramming
languagessuchasCandC++.Wecarriedoutacomprehensivesystematicreviewoftheliterature
(SLR) to identifywhichare the techniquesavailable to thepractitioner forBOdetectionduring
softwaredevelopment.

The SLR reviewed 67 studies, including relevant works referred to in the primary studies
(snowballing).Itwasguidedbyfourresearchquestions:(1)Whicharetherelevantvulnerabilities
related to buffer overflow? (2) How has buffer overflow detection evolved? (3) Which are the
techniquesavailabletodetectbufferoverflowvulnerabilitiesbeforethereleaseofthesoftware?(4)
Whicharethetechniquesscalabletobeutilizedatindustrialsettings?

WefoundthreemainBOvulnerabilities,namely,stack-based,heap-basedandintegerbuffer
overflow.Mostofthestudiesaddressmanyvulnerabilities(e.g.,formatstring,BO)ormemoryerrors,
beingnotspecifictoBOdetection.Toassessthetechniquesproposedinthestudies,weorganized
theminsixcategories:programanalysis,testing,computationalintelligence,symbolicexecution,
models,andcodeinspection.Programanalysistechniques,testingandcodeinspectionaretechniques
availableforusebythepractitioner.However,programanalysisadoptionishinderedbythehigh
numberoffalsealarms;testingisbroadlyusedbutinad hocmanner;andcodeinspectioncanbe
usedinpracticeprovideditisaddedasataskofthesoftwaredevelopmentprocess.

Wedefinedascalabilityframeworktoassessthetechniques’practicality.Theyshouldtackle10
kLOCprograms,produceatmost10%falsealarmrate,andgeneratetheresultinupto10minutes.
Thecurrenttechniquesfailtomeetthescalabilityframework,whichexplaininpartwhytheyare
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rarelyusedinpractice(Fang&Hafiz,2014).Newtechniquescombiningobjectanalysis,program
analysisand testingwith symbolicexecutionandcomputational intelligenceseempromising for
practicalBOdetection.

FromtheSLR’sresults,recommendationstotackleBOvulnerabilitiesinpracticeandtodirect
theresearchinBOdetectionweredevised.Asaconcludingremark,wehopetheresultspresentedin
thispaperhelppractitionersandresearcherstoadoptanddevelopefficienttechniquestodetectBO
vulnerabilitiesatindustrialsettings.
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